Segregation of Duties is an Important Internal Control


Everyone knows that one of the best ways to protect assets is to have strong internal controls, and segregation of duties is an important piece of that effort.  Everyone also knows that many school business offices do not have enough staff members so that work can be distributed sufficiently to attain complete segregation of duties.  

But no school business office should be complacent.  Almost everyone can improve internal control, and improved internal control will provide you with more confidence that your school district, and yourself, are better protected.  No single list of questions can assure you of a perfect internal control system.  However, here are a couple dozen questions about common internal control lapses, that you can ask yourself.  If any one of them helps you, you will be much happier to have thought of it sooner than later.

1. Who collects incoming money?  _____________________

a) Does this person make a list of amounts, payers and reasons for the receipt, which they subsequently compare to the cash receipts book?  Yes (    No (
b) Do this person’s duties exclude all other accounting duties?  Yes  (   No  ( 

c) Does this person restrictively endorse checks immediately upon opening mail?  Yes  (   No  (
2. Who prepares District checks?  ______________________

a) Do this person’s duties exclude general ledger access?  Yes  (   No  (
b) Do this person’s duties exclude access to cash receipts?  Yes  (   No  (
c) Are controls for hand-prepared checks the same as for machine-prepared checks?  Yes (   No (
d) How is access to unused checks controlled?

___________________________________________________________________________

3. Who signs District checks?  ____________________

a) Do this person’s duties exclude general ledger access?  Yes  (   No (
b) Do this person’s duties exclude access to cash receipts?  Yes  (   No  (
c) How is access to the check signing machine and signature plates controlled?

__________________________________________________________________________

d) Does the check signer maintain a log of the check signer counter, and account for all usage?   Yes  (    No (
e) Does the person who signs checks physically control them until they are mailed?  Yes  (   No  (
f) Are original invoices cancelled immediately upon payment?  Yes  (   No  (
4. Who records District checks?  __________________

a)  Do this person’s duties exclude access to cash receipts?  Yes  (   No  ( 

b) Do this person’s duties exclude those involving general ledger, and disbursement preparation and approval?   Yes  (   No  (
5. Who is the internal auditor (if applicable)?  _______________________

a)  Do this person’s duties exclude all other accounting duties?  Yes  (   No  (
b) Does the internal auditor (or Board) check for attestations of the Purchasing Agent (OK to encumber and voucher packet complete), and of the authorized receiving agent?  Yes  (   No  (
c) Are payments approved only on the basis of original invoices?  Yes  (   No  (
6. Who is authorized to issue receiving reports for the voucher packets?  ____________________

a)  Do this person’s duties exclude all other disbursement and receipt duties?  Yes  (   No  (
b)  Is a list of persons authorized to issue receiving reports approved by the Board?  Yes  (   No  (
7. Would an undeliverable W-2 be returned to a person with no other payroll processing duties?        Yes (  No  (
a) To whom?  _____________________

8. Is a live labor test done periodically by a person with no other payroll processing duties?               Yes  (   No (
a) How often?  _____________________________________________

b) By whom?  _______________________

c) Describe how the live labor test is performed:

____________________________________________________________


____________________________________________________________

9. How often are all accounting staff reminded that all bank accounts must be approved by the Board?

_____________________________________________________

10. Who maintains the cash receipts book?  _____________________

11. Who maintains the general ledger?  ____________________

12. Who reconciles the bank account?  _______________________

a) Do this person’s duties exclude all other cash receipt and disbursement duties?  Yes  (   No  ( 

b) Does the bank reconciler obtain the “book balance” directly from the general ledger, and neither through an intermediary person, or from some other document?  Yes  (   No  (
c) Are bank statements delivered unopened to the person who reconciles the account?               Yes  (  No  (
d) Does the bank reconciler compare bank statement deposit dates and amounts with cash receipts book entries?  Yes  (   No  (
e) Does the bank reconciler compare date, payee and amount on cancelled checks with cash disbursements book/warrant entries?  Yes  (  No  (
f) Does the bank reconciler evaluate endorsements on checks for reasonableness?  Yes  (  No  (
13. Are periodic tests of the overall reasonableness of amounts of categories of receipts documented  (such as tuition, Extraclassroom, interest, etc.)?  Yes (   No (    

a) Is this documentation reviewed by a management employee who did not prepare it?                 Yes (   No (                    

14. Is the bank notified promptly of any change in staff who are authorized to perform banking transactions?  Yes  (   No  (
15. Describe how wire transfers are authorized:

_______________________________________________________________________________

_______________________________________________________________________________

16. Are all general journal entries supported by a voucher packet of documentation that provides support for the reason and amount of the entry, and includes documentation of supervisory approval?       Yes  (   No  (
17. How often are investment securities physically inventoried?  _______________________

a) By whom?  __________________________

b) Who periodically reviews investment securities for reasonableness, to assure that such transactions as cash & reinvested dividends, splits, stock dividends and spin-offs are properly reflected?  __________________________

18. Do voucher packets contain documentation that the remaining balance of blanket purchase orders was sufficient for the purchase?  Yes  (   No  (
19. Who prepares bills, when necessary, for District services?  _________________________

a) List and consider any other general ledger, cash receipts or cash disbursements duties this person performs.

_____________________________________________________________________________

b) Are bills sent every month, with a recap of billed and paid amounts sent at year-end?                Yes  (  No  (
c) Are unpaid bills listed monthly, with the list reviewed by supervisory staff and the total agreed to the general ledger?  Yes  (   No  (
20. Does the Board specifically inquire into the reasons for under-budget revenues and over-budget expenditures?  Yes  (   No  (
a)  Does the Board inquire into the methodology used to budget for revenues?  Yes  (   No  (
21. Is there a policy requiring mandatory vacations, during which another staff member performs the duties of the staff member on vacation?  Yes  (   No  (
22. Is an environment strongly fostered by the administration in which ethical behavior is frequently mentioned, and ample opportunity is routinely provided for staff members to discuss questions they may have in the course of their work?  Yes  (  No  (
There are many sources that you can review to obtain more in-depth guidance about internal controls.  Some that have helped us are:

Consideration of Internal Control in a Financial Statement Audit - Statement on Auditing Standards #78, issued by the Auditing Standards Board of the American Institute of CPAs, and the related audit guide issued by the American Institute of CPAs.

Compliance Supplement, Part 6, issued by Office of Management and Budget (periodically revised and reissued). 

Audits of State and Local Governmental Units, issued by the American Institute of CPAs, which contains a series of questions that can help to evaluate the control environment (periodically revised and reissued).

Standards for Internal Control in the Federal Government, issued by GAO and the Comptroller General of the United States in 1999.

Internal Control Procedures Manual, issued by Washoe County, Nevada in 1996.

Internal Control – Integrated Framework, issued by the Treadway Commission in 1991, and sponsored by the American Institute of CPAs, American Accounting Association, Institute of Internal Auditors, National Association of Accountants and Financial Executives Institute.

Internal Control Evaluation – Book 2, issued by the New York State Comptroller.

The New York State Comptroller’s Office gave us some good advice about implementing previously unapplied internal controls:  “Don’t be too critical at first” and “Be persistent”.  Good internal control procedures can co-exist with busy, efficient offices, while at the same time providing you with greater protection from discoveries that none of us want to make.

Bill Klohck

Klohck and Klohck, CPA
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